KMNBEPIMNPOTEKT

|
lg
1y
1

11111
0y

Bonpocbl SauwmnmTbl AaHHbIX
oTedvecTBeHHororno

/IHCTPYMEHTLI 719 MNaBHOMO Nepexona

L
Ly
1y
1

AHapen KprodkoB
ak(@cyberprotect.ru



mailto:ak@cyberprotect.ru

OTEHECTBEHHAA TEXXHOJIOMMHECKAA KOMIMNAHVMA

E@? >8 J1IET NIy >1 6800 ~430
I

Ha pbiHKe pelueHnm @ [MapTHEpOB B Poccuu u CoTpyadHMKOB
MHbpacTpykTypHOro N0, pe3epBHOrO

KOMnnpoBaHuA 1 3alunTbl OaHHbIX

Pecnybnuke benapycb

# @ 3nac Y 2

3Hau + ! = HALWOHATIBHAR TIPEMHA

Hawux A\ HAll BKnA A9

| =) < nrocl. M.

I Houscnansssi sosype MT-pewasi
2024 2023 2023 2023 2022
Mobenutens B Jlaypeat npemuu B Mobeautenb HauMoHanbHoM  MNobenuTens NpeMun B Mpr3ép MexayHapoaHOM
HOMUHaLWK HOMUHaLWK npemun «Haww Bknag» ¢ HOMUHaLWK NPEeMUI B HOMUHALY
«MHdopMaLMOHHbIE «MHbopmMaLmoHHas obpagoBaTenbHbIM «MHbopmaLmoHHas «OTBETCTBEHHbIN
TexXHoNornum» BesonacHocTb» 3a CPK npoekToM Knbep 3aboTa BesonacHocTb» 3a CPK buaHec»

Knbep bakan Knbep bakan

; .. Wl
CTpaTternd4eckumnnm napTtHEp —
BPE/CO®T

Accouaumv v napTHEPDbI

’ M PYC®CO(DT ‘E)n%'(“T &CKOHKOBO ‘ giﬁnnnmc MaoTHN -

[ ]
gig APON
HEEE OrteyecTBeHHbIW COPT

-
4
lw
-
0
1
C
1
w
]
S
X




-
4
lw
-
0
1
C
1
w
]
S
X

NMoanepi>xkka Pococvimckom NMT-askocumnctTeMbl

Ol_lepaLLI/lOHHble CnCTEMb

. nE S A~ : . ORACLE @&
== Windows .PE,U, @CIE‘HFO /\ CloudLinux @ dEblan @ Fedora Linux E:’fllelr-lpf.r"i:se Linux lSinlL:iEnEerprise
ONEPALMOHHAS ~
CHCTEMA
-2 [‘A A % ; : —, <% CentOS
"3 ubuntu alt!; £\ Alter0S ASTRA LINUX 7 A B BT €N @ ROSA
lintix oot - OCHOBA

BypTyannsaumsa Ha ypoBHE rMnepBr3opa, KOHTeHepr3aLys

B ] | — RedHat Enterprise -
(G vmware mm Hyper-V BPE] L openstack. e Virtualization Plattorn ‘Ie [ L R Ad Spocé‘\@

BUPTYATNM3ALIMA

Lo ZUIRT  BASIS kuesepvidpomyayes  oVirt (@) e kubernetes

[TornoxeHnd
o ORACLE mr
B /ctive Directory E Exchange ;%’ SQL Server ORACLE .%‘Eﬂ PostareSQL PogggresPro :J ato ba BAOKIMEA DB
‘o ' HAN/ mmuni Pr - .
fantor st A EFA CommuniGatePro VK WorkMail

[lobaBneHo / ynyulleHo B NocnefHem pennse
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COOTBETCTBVE TPEBOBAHVNAM

PeecTp MnHUndpbI Ceptudpukat CTIK
KMNBEP bHokan i V1 | 4160, 4161 4387
KUMBEP GHakan ObnayHbIn L v | 19458
KMBEP VlHppacTpykTypa 6402

AkkpepuTtaums MuHuMdpbl
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nmMII10TMPOBAHVIE M BHEOPEHME

CamMocTodaTenbHO

[IncTpnbyTMBbI M JOKYMEHTaLWS — Ha HalleM caiTe

MonHOQYHKLMOHaNbHbIE TpUanbl ¢ BOBMOXHOCTbIO MPOASIEHNS CPOKa W
pacLUpeHns cpeabl TECTUPOBAHUS

TexHnyeckas nognepXxkKa B rpouecce nninoTnpoBaHnA  BHELPEHNA
C nomMoLybio HaWnX NapTHEPOB

™. OTnnuHas aKcnepTn3a psiaa NapTHEPOB, 00YYeHHbIE
» HaMu CneumanncTbl Mo BHEAPEHWUIO U 3KCMnyaTaumm

OcTaemcd Ha CBA3M C MapTHEPOM 1 3aKa34MKOM B
NpoLecce NuUIoTUPOBaHWA 1 BHEOPEHUS

Ve &

C Halwlen noMoLblo

® Hanbonee nonHas skcnepTnaa

[locTyn K ICXOQHOMY KOZY C BO3MOXHOCTbIO BHECEHWS NBMEHEHUN
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TbhbICAYN BHEOAPEHN BO BCEBO3MOMYKHbDbIE
MHPPACTPYKTYPDI

bonee 50 NybAMYHBIX MCTOPWIA yonexa v ThICAHM MCTOPUIA, NP0 KOTOPbIE HEMb3S PacckasaTh
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https://cyberprotect.ru/cases/gsom

KMNBEPIMNPOTEKT

PESEPBHOE
KOrimPOBAHVIE N
BOCCTAHOBJIEHMNE




NMPOAYKTbI, PELLEHNA N CEPBNCDOI KUBEPINPOTEKT
NMNAPTHEPOB OJ1A9 PASIINYHYHDbIX MHDPPACTPYKTYP

OBJ1AYHDbIE - YACTHOE
CEPBUCHbI IaaS napTHepos OBNAKO
KMMBEPIMNPOTEKT
N NAPTHEPOB ] KNBEP
BaaS napTHepos MnaTdbopma
ona dataueHTpoB
BaaS 1 IaaS KUBEPTPOTEKT (= 22 EE
U uayTnunotel | MPE/[
TaaS KUBEPTPOTEKT KMBEP Gakan ObnayHbIv e
KpynHbi BusHec
CpepnHuin bruaHec
VInovBuaoyanbHble Manbiv OH-MPEM
nonb3oBaTeny 6M3HeC

KMBEP lHbpacTpykTypa
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BOCCTAHOBJIEHVE

OI_ILLl/II/I BOCCTaHOBIIEHWA \/Hl/IBepCSJ'IbHOG BOCCTaHOB/IERHME
BoccTaHoBneHve B paboTatoLwmii @"’ HacTpolika cBoicTB haiinos 1 ™n KOMMEHTAPUI
SK3EMMNNAP NCTOYHNKE AaHHbIX CMCTEM NOCre BOCCTaHOBNEHNS,
BoccTtaHoBneHvie B Buae Qaiinos pre-/post-komMaHabl P2P BoccTaHoBNEHME Ha 0TNIMYaloLLeecs Xeneso
P2V BupTyanu3aums Guanyeckon MalvHbl

PasHble HTepdercsl ANa pasHbiX CLEeHapKeB

"\ Beb koHcomb ‘ /> CLI ‘ . 3 /
5 24 ) Arpysonrbin HOCHTENS V2P BM B pu3nyeckyto MaLLmHy

[ paHyNApHOE BOCCTaHOBNEHME

TUMN ATEHTA NCTOYHUK OAHHBIX MPAHYJTAPHOCTDb

[1nsi onepaLnoHHO CUCTEMBI Linux, Windows, Peg OC [uck / Tom, nanka, daiin

[ns nnatdhopmbl BUpTyanusaumm (Ha VMware, Hyper-V, oVirt, zVirt, ROSA, HOSTVM, Red Hat [unck / Tom, nanka, Gain
YPOBHe runepsunsopa) Virtualization, baavc.DynamiX, Peg BupTyanusauus, ECP

Veil, SpaceVM, Knbep UHdpacTpykTypa, OpenStack, VK

Cloud

[na CYB[, Microsoft SQL Server, Oracle Database, SAP HANA, Pep basa gaHHbIX
basa [1aHHbIX, PostgreSQL 1 e€ Gopkm

VK WorkMail, Microsoft Exchange MoYTOBbLIN ALLMK, COODLLEHME

" Toit xe 1 Apyroit nnaThopMbl BUPTYyanusaLm Ans naaThopM, 3alliMLLAaeMbIX Ha YPOBHE rnepBrn3opa
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KMNBEPIMNPOTEKT
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NMNMOoJIHOPYHKLWMOHAJIbHAA CNCTEMA DLP

[TpeBEHTUBHLIN O
KOHTPOb

= JlokarnbHbIX
(DalnoBLIX cUCTEM

= (CeTeBblX pecypcos
NAS, SAN, SMB

= VY3n0B Elasticsearch
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PeTpocnekTUBHBLIN KOHTPO/b

KypHansl

OT4YeETHI

CBAsK

[loBepeH4Yeckas aHanuTrKa

MHﬂeKOMpOBaHMG 7
MONHOTEKCTOBbIV MOUCK

AKTVBHbBI/ KOHTPOIb

YCTpOWCTB
CeTeBbIX KOMMYHMKaLMM
CogepX1mMoro gaHHbIX

MOHUTOPWHI COTPYOHNKOB



KNBEPINPOTEKT

JlnueHsunpoBaHue



HTO HYOXKHO SHATb O JIMULEH3NPOBAHMN KNBEP B3KAITI

|\/| beccpoyHaa nMueH3ns

Ha nporpamMmMHoe obecrneyeHme
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KNBEPINPOTEKT

[lapTHepcKaa nporpamMmma
KubepnpoTtekTa



-
4
lw
-
0
1
C
1
w
]
S
X

16

NMAPTHEPCKAA CETb KUBEPINPOTEKTA

55

BCE

NpopaXkv Yyepes NapTHEPOB

> 1 600

napTHepoB B Poccun n Pecnybnuvke
benapycb
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BeAyWux aMcTpunbbioTopa

AYXOFT

DISTRIBUTION



NMAPTHEPCKMMMN NOPTA

KWMBEPNPOTEKT

JMueHspoBaHme 1 LeHsl
no 111 NpOAYKTaM

Kunbep bakan
o 14072023)

Mpadic-rscT Kubep Mporero (oea 141
Kubep MrdpactpykTypa

Onpocuwit nuet Knbep Mporers
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NAPTHEPCKMAN JIOKATOP
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3aperucTpupymrecb Ha MponpuTte Kubep Kypc
napTHepcKom rnoprane Ha NnapTHEepPCKOM
KubepnpoTtekTa noprane

A

Bbl B [MlapTHepckom
nokartope!
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OBY4YEHVE

5
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OBYYEHUE [U1A MEHE[DKEPOB INO
NMPOAOAXAM

Llenb Kypca — nony4nTb NpeacTaBneHne o KoMMaHum
KnbepnpoTekT 1 No3nLMOHMPOBaHNM ee NPOAYKTOB,
a Tak>xe 6a3oBble 3HaHWNA ANS NPUBIEYEHUS
NOTeHLMarNbHbIX 3aKa34NKOB

OBYYEHUE UTA MH)XXEHEPOB

Llenb Kypca — nony4untb rnybokme TexHnyeckme
8HaHUS 0 NPOAYKTax KoMnaHun KnbepnpoTekT,
KOTOpble NO3BONST OKadblBaTb Npef-

¥ nocnenpoaaxKHyto NoAaep KKy 3akasqnkam

OBYYEHME NO NPOAYKTY

Llenb kypca — nonyuntb 6bonee rnybokue sHaHUS
0 NpoayKTax komMnaHun KnbepnpoTtekT
1 NX NIMLLEH3MPOBaHNM

YYUNTECD
BMECTE C HAMWM!




KNBEPMNPOTEKT

Cepus BebMHapoB 0 pe3epBHOM
KOMMPOBaHMN U 3alMTe AaHHbIX

PE3EPBHDbIV
UETBEPIT

[No yeTBepram B 11:00
Cnepunte 3a aHoHcamMu!
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ECTb BONPOCDI?

[logxoamTe K HamM Ha cTeHa
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